NMHOOPMALIMOHHAA NMAMATKA
AnAa obYYAKOLWUXCA AnA PASMELWLEHUA
HA O®UUUNATIBbHbIX UHTEPHET-PECYPCAX

C kaxabiM rogoM MOSOAEXW B MHTEPHETE CTaHOBUTbCA Gornblue, a LUKOMbHUKK
OfHM M3 CaMblX aKTMBHbIX Nonb3oBaTtenen PyHeta. Mexagy Tem, NOMMMO OrpPOMHOrO
KonuMyectBa BO3MOXHOCTEN, MHTEPHET HeceT M npobnembl. OTa namsaATka [OormkHa
nomoyb Tebe 6e3onacHo HaxXoaAuUTbLCA B CETW.

Komn bHOTEPHble BUPYCbI

KoMnblOTEPHBIN  BUPYC - 3TO Pas3HOBUOHOCTb KOMMBIOTEPHLIX MNPOrpamMmm,
OTNINYNTENBHOW OCODEHHOCTBID KOTOPOW SABMSAETCHA CMNOCOOHOCTb K pa3MHOXeHuto. B
AOMNOSIHEHNE K 3TOMY, BUPYCbl MOryT MNOBPeaUTb WM MOMHOCTBIO YHUYTOXUTb BCE
dannbl U OaHHble, MNOAKOHTPOSIbHblE MOMb30BaTENO, OT MMEHW KOTOporo Obina
3anylleHa 3apaxeHHasd nporpaMma, a Takke noBpeauTb WK faxe YHUYTOXUTb
onepaumoHHy0 cCUCTeMy CO BcemMu pannamm B uenom. B OonblumMHCTBE criyvyaes
pacnpoCTPaHATCA BUPYCbl YEPE3 UHTEPHET.

MeToabl 3aWinTbl OT BpPEeOOHOCHbIX NMporpamMmm:

1. |/|Cﬂ0ﬂb3yﬁ coBpeMeHHble ornepaunoHHble CUCTeMbl, nMmMerLine Cepbe3HbIIZ
YPOBEHb 3allinTbl OT BPEAOHOCHbIX MporpamMm;

2. TlocTosiHHO ycTaHaBnuMBanm naytM (umdpoBble  3annaTki, KOoTopble
aBTOMATU4YECKN YCTaHaBNMBAKTCA C Uenbio AopaboTkum nporpammbl) U apyrue
OOHOBNEHU1 CBOEN onepaunoHHon cuctembl. CkaunmBam ux TOMbKO C odoMuUManbHOro
canta paspabotymka OC. Ecnu cywecTtByeT pexuMm aBTOMaTM4YecKoro OBHOBMNEeHus,
BKINIOYN €ro;

3. Pabotam Ha cBoeM KOMMbKOTEPE MNOL NpaBamMu Mofb3oBaTens, a He
agMuHuUcTpaTopa. 3TO He no3BONUT  OOMbLUMHCTBY BPEAOHOCHBIX  NporpamMmm
WMHCTannMpoBaTbCA Ha TBOEM MNEePCOHarIbHOM KOMMbIOTEPE;

4. Mcnonb3yn aHTUBUPYCHbIE nporpaMmmHble NPOAYKThI N3BECTHbIX
npon3soanTeneun, ¢ aBTomaTuyeckum obHoBneHnem 6as;

5. OrpaHunyb hn3n4ecknii 4OCTYN K KOMMNbIOTEPY ANS MOCTOPOHHUX MWL,

6. Mcnonb3yn BHELLUHWE HOCUTENU MHOpMaUuUKW, Takume Kak donellka, OUCK Unn
dann n3 UHTepHeTa, TONbKO U3 NPOBEPEHHBIX NCTOYHUKOB;

7. He oTKpbiBan KOMMNbOTEPHbIE pannbl, MOMyYEHHble W3 HEeHaAeXHbIX
NUCTouHKUKOB. [axe Te dhannbl, KOTopble npucran TBOM 3HAKOMbIW. Jlydwe yToyHu y
Hero, OTNPaBnAn N OH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepepayvn AaHHbIX, HE TEXHOMOINMSA, a BCEro nuwb 6peHa,
mapka. Ewe B 1991 rogy HuaepnaHackas KoMnaHua 3apeructpupoBana OpeHa
"WECA", yto o6o3Hauyano cnosoco4vetaHne "Wireless Fidelity", koTopbii nepeBoantcs
Kak "6ecnpoBoaHast TOYHOCTL".

[o Hawero BpeMeHn gowna gpyraa abbpeBunaTtypa, KoTopas SBNSAETCHA TakoOW Xe
TexHonormen. 3to abbpesnatypa "Wi-Fi". Takoe HasBaHue GbINO AAHO C HAMEKOM Ha



CTaHOapT BbICLWIEeN 3BYKOBOW TexHukn Hi-Fi, 4yTo B nepeBoge oO3HayaeT "BblCOKas
TOYHOCTb".

[a, GecnnaTHbIn MHTEPHET-AOCTYN B Kade, OTensdAx W asponopTax sBMseTcs
OT/INYHOM BO3MOXXHOCTbIO BbIXO4a B MHTEPHET. HO MHOrme aKcnepTbl CYMTAIOT, YTO
obwenoctynHele Wi-Fi ceTn He saiBnsatoTcs 6e3onacHbIMN.

CoBeTbl No 6e3onacHocTU paboTbl B 06wenoctynHbix ceTsax Wi-fi:

1. He nepepgaBai cBO nnYHy0 MHopmaumo Yepes obenoctynHole Wi-Fi ceTu.
PaboTas B HUX, XenaTenbHO He BBOAUTb Naponun AOCTynNa, NOMMHbI U Kakne-To HOMepa;

2. cnonb3yn n obHOBMAW aHTUBMPYCHbIE NporpamMmmbl 1 6paHamayep. Tem cambiM
Tbl 06e3onaculb cebsi OT 3aKkayku BUpyca Ha TBOE YCTPOUCTBO;

3. Mpu ncnonbsoBaHum Wi-Fi oTknoumn cyHkuuo "O0wmin goctyn K dannam wm
npuHtepam”. [aHHaa yHKUMS 3akpbiTa MO YMOMYaHUIO, OAHAKO HEKOoTopble
nosib3oBaTenu akTMBMPYIOT ee And yaobctea ucnonb3oBaHnsa B pabote unm yyebe;

4. He vcnonb3yn nyonuuHbin WI-FI gns nepegayun nu4yHbIX AaHHbIX, Hanpuvep
AN BbIXxo4a B coumanbHble CETU UMW B 3NTIEKTPOHHYIO MOYTY;

5. cnonbayin Tonbko 3awmueHHoe coeanHeHne vyepes HTTPS, a He HTTP, T.e.
npu Habope Beb-agpeca BBOAM MMEHHO "https://";

6. B wmobunbHOoM TenedoHe oTkMoun dyHkuuo "lMogknioyeHne k  Wi-Fi
aBTOMaTtmyeckn". He ponyckan aBTOMaTMYECKOro MOAKMKYEHUA YCTPOUCTBA K CETSAM
Wi-Fi 6e3 TBOEro cornacus.

CouuanbHble ceTu

CoumanbHble CETU aKTMBHO BXOOAT B HaLly >XM3Hb, MHOrMe nogu paboTarT U
XUBYT TaM MNOCTOSAHHO, a B Facebook yxe 3apernctpupoBaH Munnvapn 4YernoBek, 4To
ABNAETCA OOHOW cedbMON BCex Xutenem nnaHeTbl. MHoOrme nonb3oBaTenn He
NOHUMAIOT, YTO MHOPMaUUS, pasMeLLeHHass UMM B couMaribHbIX CETSAX, MOXET ObiTb
HangeHa M ucnonb3oBaHa KeM YrogHo, B TOM uyucrne He obsasaTtenbHo ¢ 6narumm
HaMepEeHUAMM.

OcHoBHble coBeTbl N0 6e30nNacHOCTM B coLMarnbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y 1ebs B Apy3bsaX He OOMKHO ObiTb CrnyyaunHbIX U
He3HaKOMbIX IMOOEN;

2. 3awmuwan CBOK YacTHYH XM3Hb. He ykasbiBan naponu, tenedoHbl, agpeca,
AaTy TBOEro pPOXAEHUSt U OPYryl NUYHY MHGopmMaumio. 3MOoyMbILINIEHHUKN MOTyT
ncnonb3oBaTh Adaxe WHGOPMauuK O TOM, Kak Tbl M TBOM poOaUTENWN NNaHupyeTe
NPOBECTN KaHUKYNbI;

3. Bawmuwan cBoK penyTauuio - OEpPXU ee B YNCTOTE M 3agaBan cebe BOomnpoc:
xoten 6bl Thl, YTOOLI ApyrMe nonb3oBaTenyn BUMAENW, YTO Tbl 3arpyxaewsb? MNogyman,
npexae 4Yem 4YTto-To onybnukoBaTth, HanNMcaTb U 3arpy3unTb;

4. Ecnv Tbl ToBOpWLWb C MOAbMU, KOTOPbIX HEe 3Haellb, He WCMonb3yh CBOe
peanbHoe UMS 1 OPYry NMUYHYI MHAOPMaLUN: UMSsi, MECTO XUTENbCTBa, MECTO y4ebbl
N NpoYeE;



5. N3beran pasmelleHna coTtorpacdun B VIHTEepHeTe, raoe Tbl u3obpaxeH Ha
MECTHOCTM, NO KOTOPOW MOXXHO ONpeaeniuTb TBOE MECTOMOSIOXKEHME;

6. I'IpM perncTtpaunn B coumnanbHOM ceTu HeobXxoaMMO MCMoNb30BaTb CIIOXHbIE
naposnu, coctodwimne n3 6yKB 7 Ll,VI(bp N C KONIMYECTBOM 3HAKOB HE MeHee 8;

7. Ona coumanbHoOW ceTW, MOYTbl U APYrMX CanToB HeobXoOuMO MCMonb3oBaTb
pasHble naponu. Torga ecnu Tebs B3NOMalOT, TO 3MOYMbILUNEHHVKM Mony4YaT AOCTYM
TONbKO K O4HOMY MECTY, a He BO BCe cpasy.

ONEeKTPOHHbIe AeHbIn

ONEeKTPOHHbIE [OEHbMM - 3TO O4YeHb yAoOHbIM crnocob nnatexen, OAHaAKO
CYLLIECTBYIOT MOLLEHHWKN, KOTOPbIE XOTAT NOSYYUTb 3TN OEHBLIN.

aﬂeKTpOHHble OeHbrn nodasusiinCcb coeceMm HegaBHO U MMEHHO Wn3-3a 3TOro BO
MHOIrmx rocygapcresax oo CuX nop He nponmcaHo rnpo HMX B 3aKOHax.

B Poccumn xe oHu beHKLl,I/IOHI/IpyI-OT M O HUX yXe nponnmcaHo B 3aKOHe, rge ux
pa3nendarT Ha HeCKOJIbKO BUOOB - aHOHUMHbIE N HE aHOHMMHbIE. PasHuua B TOM, 4TO
adHOHMMHbIE - 3TO Te, B KOTOPbIX pa3pewaeTcd npoBoauTb onepaunm oes
I/I,D,eHTI/I(bI/IKaLWIVI nonb3oBaTtenid, a B HEaHOHUMHbIX I/I,D,eHTI/ICbI/IKaLI,I/IFI nornb3oBaTend
saBnsgeTca obs3aTenibHON.

Takke cnegyeT pasnuuaTb  3NEKTPOHHble  uaTHble  AeHbrM  (paBHbI
rocyqapcTBEHHbIM BanioTam) W 3MeKTPOHHble HeduaTHble [AeHbrM (He paBHbI
rocygapcTBEHHbIM BasoTam).

OcHoBHble coBeTbl No 6Ge3onacHon paboTe ¢ 3NEKTPOHHbIMU AE€HbraMW:

1. MpmBskM K cyeTy MOOUNbHbIN TenedoH. OTO cambli yAOOHbIN U ObICTPbIN
cnocob® BOCCTaAHOBUTBL [AOCTYNn K c4yeTy. [lpvBsi3aHHbIA TernedoH MOMOXET, ecnu
3abyaellb CBOM NNaTeXHbIN Naposb N 3anfellb Ha CauT C HE3HAaKOMOrO YCTPOMCTBA;

2. Wcnonb3yn opgHopasoBble naponu. [locrne nepexofa Ha YCUNEHHYHO
aBTopmsaumo Tebe yxe He OygeT yrpoxaTb OMACHOCTb Kpaxu WM nepexsaTta
nnaTexXHoro Napons;

3. Bbibepu cnoxHbin naponb. NpecTtynHukam ByaeT He NpoCTo yragaTb CIOXHbIN
naponb. HagexHble naponu - aTo0 Naponu, KoTopble coaepXaT He MeHee 8 3HaAKoB U
BKMOYaOT B cebA CTPOYHble M MPOMUCHble BYKBbI, LMAPbI U HECKOSIbKO CMMBOJIOB,
Takue Kak 3Hak gonnapa, pyHTa, BocknuuaTtenbHbIn 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOW NUYHbIE JaHHbIE HA canTax, KOTOPbIM HE AoBepsieLlb.
AneKTpoHHas noyTa

ONeKTpOHHas no4yta - 3TO TEeXHOMOorMs U npefocTaBngemMble €l ycnyru no
nepecbinike M MOMNyYEeHU0 3NEKTPOHHbBIX COOBLLEHUIN, KOTOopble pacrnpenensitoTcs B
KOMMbloTepHON ceTh. OBbIYHO SMEKTPOHHbIV MOYTOBbLIA ALWMK BbIrMSAUT Creayrowmnm
obpa3oMm: uMA_Nonb3oBatend@uMa_aoMeHa. Takke KpoMe nepefaynm npocToro
TEeKCTa, UMeeTCs BO3MOXHOCTb nepefasaTtb hansibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C INEKTPOHHOW NOYTOMN:

1. Hago BbIGpaTb NpaBUnbHbIN NOYTOBLIM CepBUC. B MHTEpHETE eCTb OrpOMHbIN



BbIGop HGecnnaTHbIX NOYTOBLIX CEPBUCOB, O4HAKO Nyylle A0BEepsATb TEM, KO0 3HaeLb U
KTO NepBbIN B PEUTUHTE;

2. He ykasbiBa B NUYHOW MOYTE IUYHYO WMHGopMauuo. Hanpumep, nydwe
BbIOpaTth "My3blkanbHbIM_aHat@" nnu "pok2013" BmecTo "tema13";

3. WAcnonb3yn OByxaTanHyl aBTopu3aumioo. JTO Korga MOMUMO Mapons HY>XHO
BBOAUTb KO, NpucbinaemMbln no SMS;

4. Bblbepun cnoxHbl naponb. [0nsa KaXXgoro novYToBoro silmka AosmkeH ObiTb CBOW
HaZeXHbIN, YCTONYMBBIV K B3ITOMY Naponb;

5. Ecnn ecTb BO3MOXXHOCTb HanucaTb camMomy CBOW NNYHbIN BOrMpoOC, VICI'IOJ'Ib3yl7I
3TY BOSMOXXHOCTb;

6. Vicnonb3yn HECKOSbKO MOYTOBbLIX AWMKOB. [lepBbid AN YaCTHOW Nepenuckn c
agpecaTtami, KOTOpbIM Thbl AdoBepsiellb. JTO 3OMIEKTPOHHbLIN agpec He Hado
ncnonb3oBaTh NpU perucTpaumm Ha popymax n camrax;

7. He oTkpbiBan dpannbl U Opyrue BNOXEHUS B NMUCbMax, JaXe ecnu OHW NpuLLIin
OT TBOMX ApY3€eN. Jlyylle yTOYHM Yy HUX, OTNPaBnsnn nm oHn tebe atn dannel;

8. lNocne okoH4YaHust paboTbl HA NOYTOBOM CEpBUCE Nepen 3aKpbITUEM BKNaOKM C
canTom He 3abyab HaxaTb Ha "Beintn'".

Knb6epOynnuHr nnum BupTyanbHoe usaeBaTtenbCTBO

KnbepbynnuHr - npecnegoBaHne coobLLeHMAMU, cogepXalmmm ockopbreHus,
arpeccuo, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OOMKOTMPOBaHME C MOMOLLbIO
pasnnYyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepOynnHrom:

1. He 6pocaics B 6on. Jlydwmin cnocob: nocoBeToBaThCs Kak cebs BeCTU W, ecnu
HeT TOro, K KOMy MOXHO 00OpaTuTbCs, TO BHa4vane ycnokoutbCcs. Ecnn Tbl HayHellb
oTBeYaTb OCKOPONEeHMsMM Ha OCKOpPOMeHus, TO TONbKO eue 6onblle pasoxKellb
KOHOOIUKT;

2. Ynpasnsawm cBoen knbeppenytaumen;

3. AHOHMMHOCTb B ceTu MHMMasi. CyLLeCTBYIOT Cnocobbl BbIACHUTb, KTO CTOUT 3a
AHOHVMMHbIM aKKayHTOM;

4. He cTtonT BECTM XynuraHckui obpas BUpTyanbHOW XU3HU. IHTEpHET dukcmpyeT
BCE TBOV AENCTBUSA U COXPAHAET UX. YaanuTb ux byaeT kpanHe 3aTpygHUTENBHO;

5. Cobntogan cBoto BUPTYarnbHYH YeCTb CMOMOAY;

6. MrHopupyn eguHuYHbIn Heratne. OQHOpPa3oBbie OCKOPOUTENbHbIE COOOLLIEHNS
nyywie urHopmpoBaTtb. OBbIMHO arpeccusi NPeKpaLLaeTCs Ha HayYanbHOW CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHUSIMU, B
coumanbHblX CeTAX €eCTb BO3MOXHOCTb OIIOKMPOBKM OTNPaBKM COOOLEHUA C
onpegerneHHbIX agpecos;

8. Ecnn 1ol cBupetenb knbepbynnuHra. TBou AOENCTBUS: BbICTYNUTb MNPOTMB
npecnegosartend, nokasatb €My, 4YTO ero [OeWCTBUA OLUEHMBAaKTCA HeraTuUBHO,



NoAAepXaTb KEPTBY, KOTOPOW Hy>KHa MCUXONOrMYeckas NoMoLlb, COOBLWNTL B3POCHbIM
0 chakTe arpeccBHOro NoBeAEeHUs B CETH.

Mo6unbHbIN TenedoH

CoBpemeHHble cMapT(OHbLI M NNaHWeTbl cogepXaT B cebe BMNOMHE B3pOChbIN
YHKUMOHAs, U Tenepb OHM MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHLIMU KOMMbIOTEPaMU.
OpHako, cpeacTs 3awWnTbl AN NoAo0OHbIX YCTPOMCTB NMoka o4eHb Mano. TecTupoBaHue
N MOUCK YA3BMMOCTEN B HUX NPOUCXOAUT HE Tak MHTEHCMBHO, kak ans MK, To ke camoe
KacaeTca 1 MOBUIMbHBIX NPUNOXEHUA.

COBpeMeHHbIe MOBUbHbIE 6pay3epb| YXKe MNpakThn4eckn AorHanm HacCTOJIbHbIE
aHanorun, ogHako pacLlumpeHune (*)yHKLI,I/IOHaJ'Ia BfieyeT 3a cobomn 6OJ'IbUJyI'O CJINTOXHOCTb U
MEHbLUYH 3allULEeHHOCTb.

JJ,aneKo HEe BCe npoussoauTesIn BbllMyCKakOT obHoBneHus, 3aKpbiBawowine
KpUTn4eckne ya3sBmmMocCTun and cBounx yCTpOIZCTB.

OcHoBHble coBeTbl And 6e3onacHOCTM MOBUITbHOro TenedoHa:

Huuero He siBNsieTcs no-HacTosiwemy 6ecnnatHbiM. Byab ocTopoxeH, Beab koraa
Tebe npegnaraloT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakne-To nraTHble
ycnyru;

Adyman, npexge 4em otnpasutb SMS, ¢oTO Mnn BMaeo. Thl TOYHO 3HaeELb, rae
OHM ByayT B KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONEpaLMOHHY0 CUCTEMY TBOEIO CMapTAOHa;
Mcnonbayin aHTUBMPYCHbIE NporpamMMbl 4511 MOBUITbHBIX TENE(OHOB;

He 3arpyxxaii npunoxeHust OT HEU3BECTHOrO WCTOYHWKA, Bedb OHW MOryT
coaepaTb Bpe4oHOCHOe NporpamMmMHOe 06ecneyYeHme;

lMocne Toro kak Tbl BbINAELLb C canTa, rae BBOAWIN NUYHYI0 MHOopMaLMIo, 3anamn B
HacTponkn bpaysepa n yganu cookies;

Mepvognyeckn npoBepsii, Kakue nnaTHble YCMyrM akTMBMPOBAHbl Ha TBOEM
HoMepe;

[aBan cBon HOMep MOBMNBHOro TenedoHa TONMbKO NAAM, KOTOPbIX Thl 3HaELb U
KOMY [oBepsieLlb;

Bluetooth gormkeH ObITb BLIKMOYEH, KOrAa Tbl UM He MNonb3yelwbes. He 3abbiBan
WMHOrga NpoBepsiTb 3TO.

Online urpsbl

CoBpeMEeHHbIE OHMaWH-Urpbl - 3TO KpacouyHble, 3axBaTbiBalOLMEe pasBrieyveHus,
o6beguHsIIoLLMe COTHM ThiCSY YerioBek No BceMy mupy. Vrpokn nccnegyoT 4aHHbIN UM
MUp, obLuatoTcs ApYyr C APYroM, BbIMOMHSIOT 3a4aHusl, CpaXKatTCsi C MOHCTpaMu U
nonyyarT OnbiT. 3a yOoBONbCTBME OHWM NNATAT: MOKynawT AWCK, OnfadvBatoT
aboHeMeHT unun npuobpeTaroT Kakme-To onLmun.

Bce atu cpencteBa MOyt Ha nopgaepXXaHune U pa3BuUTuUE Urpbl, a Takke Ha camy
6e3onacHoCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPU3aLMK, BbiNMYCKalOTCA HOBbIE MaTyn



(LI,I/I(prBbIe 3anaTtkm an4d nporpaMM), 3aKpbIBakTCA YA3BMMOCTU CepBEPOB.

B nogoOGHbIx urpax CTouT onacartbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO
KpaXXu TBOEro naposrd, Ha KOTopomMm OCHOBaHa cCUuctemMma aBTopu3auinn GonblMHCTBA nurp.

OcHoBHble coBeTbl NO 6e30nacHOCTM TBOEro NrpoBOIro akKkayHTa:

1. Ecnu gpyron urpok BegeT cebs nnoxo wmnu cosgaet Tebe HenpusiTHOCTH,
3abnokupymn ero B CUcKe UrpoKoB;

2. I'Io>i<any|7109| aaMMHUCTPaTopaM WUrpbl Ha nyoxoe noseaeHne 3TOro Urpoka,
xKenaTternbHO NpUuioXKnTb Kakne-To AoKa3aTesibCTBa B BUAe CKPUHOB,

3. He ykasbiBan nu4yHyto nHopmaumio B npodanne urpbl;
4. YBaxan Opyrux y4acTHUKOB MO Urpe;

5. He ycTtaHaBnmBan HeouumanbHble NaTyn n Moabl;

6. \cnonb3yn CNoXxHble 1 pasHble Naponu;

7. Jaxe BO BpemMA Urpbl HE CTOUT OTKIOYaTb aHTUBUPYC. Moka Thl urpaellb, TBOW
KOMMbKOTEP MOTIyT 3apa3nTb.

PULWMHT Unun KpaXxa JINYHbIX AaHHbIX

OOGblYHOM Kpaxken OeHer U OOKYMEHTOB CErofHsl y>Ke HMKOro He yAMBULIb, HO C
pPa3BUTUEM WUHTEPHET-TEXHONOMN 3MOYMbILLNEHHUKA NEPEMECTUINIUCL B UHTEPHET, U
NPOAoKaKT 3aHMMaTbeA "ndumbiM" genom.

Tak nosiBMnNacb HoBas yrposa: MHTEPHEeT-MOLUEHHMYECTBA MU PULLIMHS, rnaBHas
uerb KOTOpOro COCTOUT B MOJSTyYeHUN KOHMUAeHUManbHbIX OaHHbIX Nofnb3oBaTtenen -
NOrMHOB 1 Naponen. Ha aHrnuinckom s3bike phishing untaetca kak puwmnHr (ot fishing -
pblbHas noeng, password - naporsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBomM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSA aHkeTa Obina
B3floMaHa, To Heobxoammo 3abnoknpoBaTb €€ U COOBLWNTL agMUHUCTPaTopam pecypca
00 3TOM Kak MOXHO CKOpee;

2. WNcnonb3yn Ges3onacHble BebG-canTbl, B TOM 4YUCNE, WUHTEPHET-MarasuHoOB W
NMOUCKOBbIX CUCTEM,;

3. Vcnonb3ayi cnoxHble 1 pasHble naponu. Taknum obpasom, ecniv Tebsa Banomator,
TO 3MNOYMbILUNEHHUKN NOfyYaT SOCTYN TOMbKO K OO4HOMY TBOEMY NpOoduno B CETU, a He
KO BCeM;

4. Ecnn Tebs B3nomanu, To HeobxoaumMo npenynpeanTb BCEX CBOUX 3HAKOMbIX,
KoTopble AobaeneHbl y Tebs B Opy3bsiX, O TOM, YTO Teba B3fnomanu u, BO3MOXHO, OT
TBOEro MMeHu 6yaeT paccbinaTbCs cnam U CCbIfkM Ha PULLNHIOBbIE CalTbI;

5. YcraHoBu HagexHbi naponb (PIN) Ha MOBUIbHbIM TenedoH;
6. OTknioumn coxpaHeHve napons B 6paysepe;

7. He oTkpbiBan thannbl 1 gpyrve BrOXEHUS B NMUCbMax, AaXe eCrnv OHU NpuLnu



OT TBOUX ApY3en. Jlyulie yTOUHN Yy HUX, OTNPaBAANN N OHU Tebe aTu daiinbl.
LincdpoBas penyrauus

Lndposas penytaumnsa - aTo HeraTMBHaa UM No3MTMBHAA MHopMaunda B ceTu O
Tebe. KomnpomeTupywowas wuHpoOpMaumsa, pasMelleHHass B UMHTepHeTe, MOXeT
cepbe3HbiM 06pa3oM OTpasnTbCA Ha TBOEW pearibHOW Xn3Hu. "Lindposas penyTtaums” -
3TO TBOW UMNOX, KOTOPbIA hopMupyeTcs u3 nHgopmaumm o tebe B UHTEPHETE.

TBOE MecCTO XUTenbCTBa, y4ebbl, TBOe (PMHAHCOBOE MNOJSIOXEHNE, OCOBEHHOCTH
Xapakrtepa u pacckasbl 0 B1M3KMX - BCe 3TO HakannMBaeTCH B CeTH.

MHOrve noApOCTKM  NErKOMbICTIEHHO OTHOCATCA K  MyGnukauum  NUYHOMN
nHgopmaumm B WMHTepHeTe, He MOHUMas BO3MOXHbIX MOCNEACTBUA. Tbl Oaxe He
CMOXelllb AoragatbCa O TOM, YTo dpoTorpadus, pasmMelleHHas 5 neT Hasag, ctana
NPUYMHON OTKa3a NPUHATL TebsA Ha paboTy.

KoMmmeHTapuun, pasmelleHne TBoux dpoTorpadum v apyrue OevWCTBUS MOTyT He
NCYE3HYTb faxe nocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHWUn 3Ty
WHGOpMauuio, nonana M oHa B MOWUCKOBbIE CUCTEMbI U COXpaHunacb M OHa, a
rmaBHoOE: YTO NoaymalrT O Tebe okpyXarlimne nan, KOTopble HanWayT U yBUOAT 3TO.
Hantn nHdopmauunio MHOro neT cnycts cMoXeT Nobon - Kak 13 Aobpbix NodyxaeHun,
TaK U C HAMEPEHNEM MPUYMHUTL Bpen. OTO MOXET ObITb KTO YrogHO.

OcCHOBHbIE COBETLI NO 3aLmuTe LNGPOBON penyTaLmn:

1. Nogyman, npexage 4yem 4to-To NybnmkoBaTtb U nepedasatb y cebsa B 6rore nnm
B COLlManbHOW CeTu;

2. B HacTponkax npocuns yCTaHOBU OrpaHNYeHNA Ha NPOCMOTP TBOEro npodouns
N ero cogepXxumoro, caenam ero Tonbko "ans apysen”;

3. He pasmewan u He ykasbiBah MHpOpMauUUIO, KOTopasi MOXET Koro-nmbo
OCKOp6NATbL Unn obmxaTb.

ABTOpCKOe npaBo

CoBpeMEHHbIE LUKONBbHUKN - aKTUBHbIE MONb30BaTeENN LMEGPOBOro NpOCTpaHCcTBa.
OpHako ganeko He BCe 3HaOT, YTO MOSIb30BaHNE MHOMMMW BO3MOXHOCTAMM LMcpoBoro
Mupa TpebyeT cobntogeHnst NpaB Ha MHTENNEKTyanbHy COOCTBEHHOCTb.

TepMuH "MHTENNeKkTyanbHast COGCTBEHHOCTL" OTHOCUTCS K PasnuyHbiM TBOPEHMUSM
4YernoBeYyeckoro yma, HadMHasi C HOBbIX M300peTeHuMrn U 3HakoB, 0BO3HaYarLMX
COBCTBEHHOCTb Ha MPOAYKTbI W YCRAyrn, WU 3akaHyuBas KHuramm, doTtorpadusamu,
KMHOMAbMaMn 1 My3blKanbHbIMU MPOU3BEOEHNSMN.

ABTOpCKME npaBa - 3TO MpaBa Ha WHTENNeKTyanbHyl0 COOCTBEHHOCTb Ha
Npou3BeaeHnsT Hayku, nutepatypbl U WUCKyccTBa. ABTOPCKME MpaBa BbICTynawT B
KayecTBe rapaHTuM TOro, YTO MHTENNEeKTyanbHbIA/TBOPYECKUA Tpya aBTopa He Oyaet
HanpacHblM, [acT eMy CcrpaBeafiMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax
CBOEro Tpyaa, Nony4nTb M3BECTHOCTb U Npu3HaHue. HukTo 6e3 paspelueHus aBTopa He
MOXeT  BOCMPOM3BOAMTL  €ro  Npou3BedeHWe,  pacrnpocTpaHsTb,  NybrnMyHo
AEMOHCTpMpoBaTb, npodaBaTb, MMMNOPTUMPOBATb, MyckaTb B MpokaT, nybnuyHo
NCMNOMHSATb, NOKa3bIBaTb/UCMONHATL B 3chmpe unum pasmeluatb B IHTepHeTe.



Mcnonb3oBaHue "nupartckoro" nporpaMMHOro obecrneyeHns MOXEeT MpUMBECTM K
MHOMMM pUCKaMm: OT MOTEepU AaHHbIX K TBOMM akkayHTam A0 OGroKMpOBKM TBOErO
YCTPOWCTBa, rae yCcTaHOBIEHa HerneranbHasa nporpamma. He ctouT Takke 3abbiBaTb,
YTO CYLLECTBYIOT fnerarnbHble n 6ecnnaTHble NporpaMMbl, KOTOPbIE MOXHO HAUTU B CETMW.

O nopTane

CeTeBUYOK.ph - TBOW MNaBHbIN COBETYMK B CeTU. 34eCb Tbl MOXELb y3HaTb O
©e3onacHOCTM B CETU MOHATHbIM U OOCTYNHbIM HA3bIKOM, a MPU BO3HUKHOBEHWUU
KpuTudeckonm cutyaumm obpaTuTbCA 3a COBEeTOM. A Takke MNpUHATL ydacTve B
KOHKypcCax 1 ctaTb caMbIiM UMAPOBLIM rpaxgaHuHoMm!
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